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TOM TAT— Co ché trao déi khéa 12 didu kién tién quyét dé ddm bdo tinh xac thwc va bado mat két noi client-server. Ky thuit
ma hoéa dit liéu truyén théng dya trén kién tric PKI khéng con la gidi phap ddm bao an toan tuyét d6i cho hoat dong trao dai
khéa va hoat ddng truyén di liéu qua mang, dic biét véi sw xudt hién clia cdc may tinh lwong tir. Nghién ctru phan tich 16 hdng
va rii ro tin cong lwgng tir clia giao thirc trao d6i khoa dwa trén cac hé mat khéa cong khai nhw Diffie Hellman, tir d6 dé xuit
mot gidi phap trao d6i khoa theo mé hinh duwdrng 6ng ma héa AES, Diffie Hellman cai bién c6 xac thuc, két hop gidu tin, c6 kha
nang chéng tin cong trung gian va han ché rii ro bao méit tir nang lyc lwgng ti, gidp gidm nguy co ro ri, gia mao thong tin, gia
tang tinh an toan cho qua trinh x4c thyc va truyén dit liéu trong cac irng dung client-server. Nghién ctru cling cung cdp mat cai
nhin tdng quan vé hiéu ning va kha ning trién khai thwc t€ gidi phap tir cac két qua thwe nghiém.

Tir khoa— Bao mit client-server, dn gidu thong tin, giao thirc trao ddi khda, ngidn chin tin cong man-in-the-middle, truyén
thong chong lwong tir

I. GIO'I THIEU

Hién nay, kién tric client-server dwoc rng dung réng rii trong moi tredng web, dich vu ddm maéy, ing dung di
dong va IoT. L. Zhang da chi ra ring moi tng dung thanh to4n hién dai trong thwong mai dién tir déu dwa trén mo
hinh client-server, trong d6 xac thwc va bao mit dit liéu truyén déng vai tro then chét dé dadm bao giao dich an
toan va hop phép [1]. Nhiéu nghién ctru chi ra ring co ché trao d6i khoa la diéu kién tién quyét dé dam bao tinh
bdo mat, xac thwe véi kha ning chéng tin cong trung gian. Nghién ciru ctia nhdém tac gia Saru Kumari nhin manh
vai tro bat budc clia trao d6i khoéa dé chéng lai cac 16 hdng trong xac thuc [2].

C4c giao thic trao d6i khoa dwoc st dung trong chirc nang xac thuwce hé diéu hanh, bao mit cac dich vu windows
va cac rng dung client-server hién nay phé bién la ECDHE trong TLS 1.3, IKEv2 trong IPsec VPN, SSH key exchange.
DPiém chung clia cac giao thirc nay la déu st dung kién truc PKI trong qua trinh trao d6i khéa.

Sw xudt hién ctia cic may tinh lwong tir 1am cho cac ky thuit ma hoa khéa cong khai truyén théng khong con dam
bao an toan tuyét d6i, chang han nhuw véi RSA/ECC, hai tru cot clia xac thwe va trao d6i khéa trong PKI. Nghién ctru
clia nhom téc gia Gupta, R, & Sharma, N. phan tich nguy co tir may tinh lwgng tit ddi véi cdc hé mat khéa cong
khai, de doa TLS va PKI trong mé hinh client-server [3]. Cac tac gia ]. Chen, L. Wang da phén tich logarit r&i rac va
nguy co lwgng tir ddi véi thuit todn trao doi khoa Diffie Hellman/ECDH [4]. Thuét toan ctia Shor cho phép phan
tich nhanh cac s6 nguyén lén thanh thira sd nguyén té va tinh toan nhanh logarit roi rac, tir d6 tinh dwoc khoa bi
mat tir khda cdng khai [3]. Khi ndng lwc lwgng tir di manh, cic may tinh lwong ti ¢é thé bé khda cac hé mit khoa
cong khai nhu RSA/ECC/Diffie Hellman trong thoi gian thuyec.

Thoi diém ma ning luc lwgng tir ¢ manh dé c6 thé pha vé cac thuit todn ma héa khoa cong khai hién nay dwgc
du bao 1a trong thip nién 2030. Bdo cdo NIST 8547 dé xuit thoi han nglrng st dung cac thuit todn RSA-2048 va
ECC-256 vao nam 2030 va cdm hoan toan RSA va ECC vao nidm 2035 [5]. Cac lwoc do thiét 1ap khéa c6 16 hong
lwgng tlr va thoi gian nglrng str dung hay loai bo dwoc NIST khuyén nghi dwoc trinh bay trong bang 1. Do d6, xu
hwéng thé giGi la chuyén déi sang cac giai phap thiét 1ap va phan phoi khéa méi d€ bao vé dir liéu trong twong lai.

Bang 1. Danh sdch cdc lwoc do thiét ldp khéa cé 16 hdng luong tir

Luwoc d6 thiét1ap khéa | Cac tham s6 Thoi gian chuyén doi

112 bits of security strength Ngirng str dung 2030, loai bé 2035

Finite field DH va MQV
> 128 bits of security strength | Loai bd 2035

112 bits of security strength Ngirng str dung 2030, loai bé 2035
ECDH va MQC

> 128 bits of security strength | Loai bd 2035

112 bits of security strength Ngirng str dung 2030, loai bd 2035
RSA

> 128 bits of security strength | Loai bd 2035
Ngubn: https://doi.org/10.6028/NIST.IR.8547.ipd
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Mot s0 gidi phap xac thwe, ma hoa hiu lwgng tir va phan phdi khéa lwgng tir da dwoc dé xuit va dang dwoc thir
nghiém trong moi tredrng client - server.

Nghién ctru nay dé xuit mét giai phap trao d6i khéa va mét mo hinh dwong 6ng két hop ki thuat ma héa AES-256,
Diffie Hellman cai bién v&i ki thuit gidu tin, trong d6 ma hoa d€ bao mit ndi dung va ki thuit gidu tin dé che gidu
su ton tai cta dir liéu truyén, nhdm gidm rui ro 16 thong tin khi bi t4n cong lwong t& hoic tAn cdng man-in-the-
miidle. Bén canh d6, nghién ctru ciing tip trung phén tich két qua thwc nghiém vé hiéu suat khi trién khai gidi phap
dé xuat trong méi treong md phong.

Bai bido gdbm 5 phin: phan I giGi thiéu tong quan nguyén nhan phéat sinh y twdng nghién ctiru. Phan 11 gi¢i thiéu cac
nghién ctru lién quan va kha ning trién khai thwc té. Phan III gi¢i thiéu phwong phap nghién ctru, y twdng thiét ké
va gidi phap dé xuit. Phin 4 trinh bay két qua thwc nghiém va phan tich vé d6 bdo mit va hiéu ning cta giadi phap
dé xuit. Cudi cung phan 5 1a két luin va hwéng trién khai thuc té.

II. CAC CONG TRINH LIEN QUAN

Owolabi va Elly d& xuit cac chién lwoc t6i wu hda cho giao thic trao ddi khéa lai, mdt phwong phap két hop gitra
mat ma truyén thong ECDHE va mit ma hiu lwgng tlr d€ chdng tin cdng lwgng ti [6]. Nhwng khi trién khai thuc
t&€ vAn ton tai han ché chi phi tinh toan cao, kich thwéc khéa 16m, khé tich hop véi cac chuin hién cé.

Nguyen, T. H., & Pham, Q. A. d& xuit giai phap loai bé mat khiu bang cach két hgp ma hda bat ddi xirng véi dau
van tay thiét bi, co ché gitip dinh danh duy nhit ngwoi ding ma khong can lwu trir bat ky chudi ky tw ndo trén may
ch [7]. Tuy nhién, khi trién khai thwec té, gidi phap gdp nhiéu han ché vé chi phi tinh todn va quan ly khoa, d6 tin
cdy cta cdng nghé nhin dién thiét bi chwa tuyét ddi, gdy khé khan cho kha nang mé rong hé théng.

Suman Bhoi dé xu4t giai phap st dung mat khiu da ngdén ngit két hop cac bang chit cai khac nhau nhw latin, kanji,
cyrillic, 1am tang d6 kho cho cac cong cu bé khéa 1én gip hang chuc nghin lan so véi mat khiu chi dung tiéng Anh
[8]. Tuy nhién, khi trién khai thwc té, nghién cru tén tai nhiéu han ché vé vin dé twong thich hé thong va rao can
nguwoi dung.

Song, J., Han, J., Au, M. H,, Yang, R., & Sun, C. nghién cru vé cac thuit toan xac thwc dwa trén lwdi, d€ bao vé méat
kh&u va chit ky sd truwede siec manh cia may tinh lwong tir trong twong lai [9]. Nghién ciru con nhitng han ché vé
hiéu nang, kich thwéc khoa 16n, khé quan 1y dong, khé tich hop vao hé théng thwec té.

Niam 2024, NIST chuin h6a Kyber thanh nén tang trao ddi khéa hiu lwgng tk. Kyber cling v&i Dilithium, McEliece
tré thanh cac nén tang thay thé RSA/ECC trong cac hé thdng bado méit toan cau & ky nguyén hiu lwong ti [3, 10].
Tuy nhién, chi phi chuyén d6i sang hé théng hu lwgng tir rat 1én, do phai thay doi toan bé ha ting PKI. Dic biét
trong moi treong loT cong nghiép, ¢ s6 lwong thiét bi 1én, nhwng da s6 1a cac hé thdng nhdng cé tai nguyén tinh
todn han ché, nén cin t6i wu hoa viéc tiéu thu ning lwgng va tai nguyén tinh toan khi trién khai.

Pa s6 nghién ctru tap trung vao viéc stt dung chit ky s6 hay sinh tric hoc két hop véi hé mat khéa cong khai dé bao
mat tién trinh x4c thyc trwde sirc manh cia may tinh lwong tr, Nhwng khi trién khai thyc té thi da s6 gip tré ngai
vé vin dé dong bo thiét bi nguwdi dung, do tin ciy cha chirng chi s6 va van dé chi phi. Ngoai ra, cdc nghién ctru cling
it phan tich thwc nghiém vé hiéu ning va kha niang vuot xac thue da 16p khong cin mét khiu cia ngwoi dung [11].

III. PHUONG PHAP LUAN VA GIAI PHAP PE XUAT

Nghién ctru nay dé xuit mot co ché trao d6i khoa d€ bao vé mat khiu xac thuce, stt dung AES va ky thuit gidu tin
d€ han ché rdi ro tin cdng lwgng tit, Diffie Hellman cai bién c6 chirc ning xac thwc d€ chdng tin cdng trung gian,
nhung vin dam bao hiéu ning hé théng. Giai phap c6 kha ning bdo mat chuyén tiép, han ché rii ro “thu thap dir
liéu trwére, gidi ma dir liéu sau khi may tinh lwgng tir d manh”.

Giai phap dé xuit dwoc xay dung dya trén viéc nghién ctiru tong quan tai liéu, trién khai thwc nghiém trong méi
treorng md phéng, phan tich va danh gid két qua thyc nghiém so véi cac giai phap trao d6i khéa dwa trén
RSA/ECC/Diffie Hellman.

Cac may tinh lwong t khong bé khéa bang sttc manh tinh toan thuin tiiy ma bing kha ning giai quyét cac bai toan
phén tich thira s6 nguyén té va logarit r&i rac trong thoi gian da thirc. D€ bé khéa RSA-2048, may tinh lwong ti
can khodng 20 triéu Qubit, nhwng chi can 13 triéu Qubit d€ bé khéa ECC-256. Khi dat t&i ngwdng can thiét,
RSA/ECC sé bi bé kh6a gan nhw ngay 14p tirc.

V&ihé mat doi xtieng AES, thuit toan Grover cho phép mdy tinh lwong tir bé khda AES véi dd phire tap gidm xudng

con VN. Nén AES-256 van dwoc xem 13 an toan trudc cac tdn cong lwong tir. NIST xép AES-256 vao nhém thuat
todn c6 kha ning bao mit chdng lwgng tir cao nhit [5].
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Thong tin serial number ctia may client va mat khiu ngudi dung (password) lwu tai rng dung server dwdi dang
ma bam theo tirng username khi dang ky ngudi dung méi.

H1 = SHA1(password), H2 = SHA256(password), H3 = SHA256(serial number)
A. TIEN TRINH XAC THU'C GIUPA NG DUNG CLIENT VA NG DUNG SERVER

1. Keétndi irng dung client v&i (rng dung server
2. Nguoi dung nhap username va mat khiu ding nhap pass tai ng dung client bing may da diang ky.
3. U'ngdung client tinh:
H4 = SHA1(pass), key = SHA256(pass)
data = H4 & H3
Phat sinh cac s6 16 bytes ngau nhién salt va iv
Tao khéa K = PBKDF2(key, salt, 32, interations)
M3 hoa data véi khoa K: cipher = AES256(data)
Gwi username, cipher, salt, iv, interations cho *rng dung server
Cho nhén thong tin tir tng dung server
Néu nhin “close”, client d6ng két noi. Két thic tién trinh xac thuc
Nguorc lai, nhan gia tri x
Phat sinh a, ¢, n tir key
Tinhy =a¢mod n
Gwi y cho server
Tinh z = x* mod n
Tinh passkey = SHA256(z)
Dung passkey dé ma héa/giai ma AES256 dit liéu truyén trong phién dang nhap
4. Ung dung server
Nhan va kiém tra sw ton tai clia username
[F exist(username)
datasrv = H1 & H3, keysrv = H2
Nhan cipher, salt, iv, interactions tir client
Tao khéa K = PBKDF2(keysrv, salt, 32, interations)
Giai ma cipher vé&i khoa K: data2= AES256k(cipher)
IF LEFT (data2, 20 bytes) == H1:
IF RIGHT (data2, 32 bytes) == H3:
Phat sinh a, b, n ttr H2
Tinh x = ab mod n, giti x cho client
Nhan y tir client tinh z = y> mod n
Tinh passkey = SHA256(z)
Client dung passkey dé ma héa/giai ma AES256 dir liéu truyén trong phién dang nhip
ELSE:
Send yéu cau tién trinh xac thwc bo sung cho client nhw nhin dang vén tay, khudn mat,
do may xac thwc khong phai 1a may ding ky ban dau.
ELSE:
Send “close” cho client va déng phién két ndi

B. TIEN TRINH TRAO POI DIF LIEU GIU’A CLIENT VA SERVER TRONG PHIEN KET NOI
Bén gtri:
1. Phéat sinh cac s6 16 bytes ngiu nhién salt va iv
2. K =PBKDF2(passkey, salt, 32, interations): dung PBKDF2 tao kh6a mi héa tir passkey va salt, v&i s6
l4n bam interations.
3. payload = AES256x(m): ma hoa AES thong diép giri m v&i khoa K, mode cbc.
size = kich thwéc payload
hinhemb = embbed (hinhbmp, payload, size, seed) : nhing ndi dung payload vao cac bytes trong hinh
BMP theo phwong phap trong s6 thip LSB, ¢ xao tron thi tw nhiing cic byte trong hinh tuy thudc gia
tri seed 4 bytes ngiu nhién.
6. seedenc = AES256k(seed), sizeenc = AES256k(size): ma hda AES gia tri seed va size védi khéa K, mode
cbc.

v
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7. Guri hinhemb kém salt, iv, interations, sizeenc va seedenc cho bén nhin

Bén nhéan:
1. Nhan tép hinh hinhemb va cac gia tri salt, iv, interations, seedenc, sizeenc
2. K=PBKDF2(passkey, salt, 32, interations): tao kho6a giai ma tir passkey va salt.
3. Giai ma seed = AES256k(seedenc), size = AES256k(sizeenc)
4. payload = extract (hinhemb, size, seed): trich xuit dit liéu tir tép hinh hinhemb
5. m = AES256k(payload): gidi ma payload dé thu dwoc théng diép m

C. THUAT TOAN PHAT SINH A, B, N TO MA BAM MAT KHAU SHA256 32 BYTES

1. b = gia tri nguyén ngiu nhién 4 bytes
2. offset=0
3. While a % n ==0:
a = hex_to_uint (LEFT(SHA256(H2), offset + 8), endian: "big”)
a2 = hex_to_uint (LEFT(SHA256(H2), offset + 8), endian: "little”)
n = largest_prime_not_divisior(a2)
ifnis None:
offset+=1
n=1
hex_to_uint: ddi 4 bytes hex ra s6 nguyén khong d4u, v&i big (bit trong s6 nho gia tri nho) hay little (bit
trong s6 nhd gia tri 1¢n)
largest_prime_not_divisior(a2): tim s6 nguyén t6 n 1&¢n nhit ctia a2 ma a2 khong chia hét cho n.

IV. KET QUA VA THAO LUAN

Giai phap dé xuit da tip trung cai tién dd bao mat ctia khoa cong khai va ting tinh xac thuc trong tién trinh trao
d6i khoa bang Diffie Hellman cai bién - mot bién thé Diffie Hellman tng dung phuc vu xac thuc nhe, giup gidm
thiéu rui ro tdn cong lwgng tir va tin cdng trung gian. Gidi phap khong nhdm thay thé giao thirc trao d6i khoa
chuén, ma chi b6 sung thém tinh xac thwc cho Diffie Hellman, d6ng thoi tip trung toi wu hba quy trinh trao doi di
liéu dé cai thién hiéu ning, chong tdn cong DDoS.

K&t qua thwc nghiém thu dwoc tir viéc trién khai tng dung trong moi trwdng client-server méd phéng bang code
Python trén tap hinh bmp va png tw swu tim cho muc dich nghién citu. 'ng dung chay trén may tinh CPU intel
core I5, 2.6GHz, 4 core, 8 logic processors, 16GB RAM dwoc trinh bay trong bang 2, bang 3 va bang 4. Cac két qua
mang tinh so sanh hiéu ning theo xu hwéng két hop aes-256 cho ma hoa dir liéu va thuit toan hiu lwong ti cho
trao d6i khéa va chir ky sé.

Bang 2. So sdnh hiéu ndng tinh todn SHA256, AES256, Kyber512, PBKDF2

Thuét todn ma hoa Thoi gian | S6 lan/gidy
SHA256 0.33 ns 3,030,303,030
AES256+PBKDF2 (interation=1) | 1.12 ms 935

Kyber512 8.29 ms 121

RSA 2048 bit 368 ms 2.7

Khdi dit liéu thuc nghiém: 32 bytes

Bang 3. Thoi gian thwc hién hoat déng xdc thuec tai server

Thu4t todn ma hoa Thoi gian | S6 1an/gidy
Xac thwc véi RSA 2048 351 ms 2.85

Xac thyc véi Kyber 512 9.08 ms 110.13
Xac thwce véi gidi phap dé xuit | 0.193 ms | 5181.35

Di liéu xac thwc thwe nghiém: 32 bytes

khong bao gom thoi gian truyén va nhin dir liéu
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Bang 4. So sdnh thoi gian thwec thi gidi phdp tai server theo tirng giai dogn

Giai doan Thoigian | Tilé %
Xac thuec client va mat khiu user 0.193ms | 0.0002%
Tao khoa chung passkey 401 ms 37.6879%
Trich xudt, giai ma dir liéu truyén 128 ms 12.03%

Truyén dit liéu qua mang mo phong 535 ms 50.2819%

T6ng thoi gian phién giao dich 1064 ms

Di liéu xac thyc thyc nghiém: théng diép 32 bytes,
file hinh goc png, kich thwéc 237KB, d6 phan gidi 670 x 386

Véi dir liéu 12122 bytes, thoi gian trich xudt va gidi ma la 162 ms

A. PHAN TICH VE PO BAO MAT CUA GIAI PHAP

Han ché rii ro 16 mat khau khi ma bam lwu trir trén server bi 1ay cap. Viéc lwu trit mat khiu dwéi dang ma
bam kép SHA1 va SHA256, gitip ting kha niang chéng va cham nghich anh, véi s6 phép thir trung binh 1én t&i 2416,
vurot qua kha nang tinh toan thuc té ctia may tinh silicon, cling nhw may tinh lwgng ti.

Ngan chin tin cong mat khau bang bang ciu vong bing viéc str dung PBKDF2 véi gia tri salt va interactions dé
tao khoa mat K cho AES tir ma bdm SHA256 ctia mat khiu,

Tinh biao mét chuyén tiép. Do viéc tao khoa bi mat chung passkey theo tirng phién két néi, thwc hién truc tiép
tai client va server, dwa trén ma bam kép mit khiu ngwoi dung. Ngay ca khi ma bam kép mét khiu bi 16 trong
twong lai, hacker cling khong thé dung thong tin nay dé giai ma dit liéu cac phién da thu thip trong qua kh. T4n
cong phién hay cookie, khong gitip hacker gia mao dwoc rng dung client, do passkey khong dwgc lwu trong session
hay cookie, ngin chin kha ning vwot qua co ché xac thwe da 16p ma khong cin méat khiu cia ngwdi dung.

Giam rui ro tin céng trung gian do khong cé su trao ddi khoa cong khai trong Diffie Hellman cai bién nén khéng
thé gia mao khéa cong khai trong qua trinh két néi, hacker ciing khong thé tinh dwgc passkey dé gidi ma dir liéu
truyén trong sudt phién giao dich, mit khac tién trinh xac thwc con kiém tra serial number cla client mdi lan ding
nhép, gitp han ché kha niang diang nhip &ng dung server tlr cac thiét bj la.

Giai phap c6 kha ning chong tin cong lwong tir do Diffie Hellman cai bién khong trao ddi khoa céng khai, nén
ngan chan rii ro tdn cong lwong ti bai todn logarit roi rac. Co ché phat sinh khéa cong khai (a, n) va khéa bi mat
(b) trong Diffie Hellman cai bién cling khong dwa trén viéc phan tich s6 nguyén 1én thanh thira s6 nguyén t nhw
RSA hay ECC, nén khong bi tdc dong bdi nang lwc lwong ti trong twong lai. Viéc bé khoa K hay passkey cia AES256
nham xac dinh gia tri bAm H1 hay dit liéu truyén 1a bt kha thi. Vi ngoai kha ning chéng tidn cong lwong tir cia
AES256, hacker con bi gi¢i han bdi thoi gian tAn cdng phién va khéng biét ma bam H1, H2 dé€ so khép.

Han ché tin cong tir chéi dich vu DDoS. Tién trinh phat sinh khéa bi mat chung passkey chi dién ra khi tién trinh
x4c thwec mat khau hop 1&. Nén khi may chi nhin hang loat yéu ciu thiét 14p két ndi gia mao, thoi gian xac thwe cac
két ndi gia nay 1a khong dang ké (bang 4), do khdng cin phai thwc hién cic phép tinh khéa chung passkey tdn kém
tai nguyén nhuw Diffie Hellman, tranh lam qua tai server.

Khong thé phat hién dwoc sy ton tai ciia dir liéu truyén, khi khong x4c dinh dwoc gia tri seed cla phién két
ndi, vi khong thé bé khoa passkey ctia AES256 trong thoi gian ngan.

Khé trich xuit thong tin trong anh, ngay ca khi biét anh c6 4n gidu thong tin. Do mbi thong diép c6 thé sir dung
mot gia tri seed va tép hinh gdc khac nhau, nén viéc tdn cdng brute force gia tri seed dé trich xuit thong diép trong
hinh 13 khong kha thi v&i cac thong diép bi ma hoa va s6 lwgng phép thir 1om 232,

B. PHAN TICH VE HIEU NANG CUA GIAI PHAP

K&t qua thwc nghiém trong bang 2 cho thiy thoi gian bam véi SHA256 rat ngin, nén viéc ting thém mot s6 1an
bam trong qua trinh xac thwc khong &nh hwdng 16n dén hiéu suit hé théng.

Tir két qua thwe nghiém bang 3 cho thiy giai phap dé xuit c6 hiéu ning xac thwce tai may chu tét hon cac gidi phap
xac thwec dung khoéa cong khai RSA/ECC, cling nhw cac gidi phap hau lwgng tr nhu Kyber.

Cai tién hiéu nang tién trinh xac thuc nhé kich thwéc khda va cac tham sé nhé hon Diffie Hellman, véi (a, b, n) 32
bit va passkey 256 bit, so v&i Diffie Hellman 3072bit hay RSA 2048 bit. Viéc gia ting s6 1an bim interations trong
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PBKDF2 dé chéng tdn cong Rainbow mat khiu, khong lam giam hiéu ning ctia may chi khi xac thwe, do thoi gian
thwc hién bim 32 bytes bang SHA256 rat ngan (bang 2).

Tir két qua thwe nghiém bang 4 cho thiy viéc tich hgp gidi phap gidu tin va ma héa dit liéu truyén tai, gia ting
dang ké do bao mat cua dit liéu truyeén, tuy cé 1am tiang tai xtt Iy server, nhung van nhanh hon so véi viéc ma héa
RSA 2048 bit vé&i cung khoi lwong dir liéu truyén.

Ngoai viéc ting cwong dd an toan cho tién trinh trao ddi khéa hay truyén dir liéu, giai phap dé xuit dic biét hiéu
qua trong trudrng hop xac thwe mat khiu hodc thwec thi cac giao dich thanh toan trong thwong mai dién tir, doi hoi
tinh bao mat cao, dung lwong di liéu truyén it trong médi phién giao dich.

V. KET LUAN VA HPONG PHAT TRIEN

Muc dich chinh cta nghién ctru 1a cung cAp mat cai nhin téng quan vé cac giai phap trao d6i khéa hau lwgng ti. Tl
dé dé xudt mot giai phap trao doi khoa va truyén dir liéu an toan, han ché rii ro tin cong lwong t va tin céng
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trung gian, c6 chi y dén viéc t6i wu hdéa quy trinh trao doi dit liéu dé cai thién hiéu nang va han ché rui ro tan cong
DDoS.

Giai phap dé xuit cho phép ting cwdng do an toan cho tién trinh truyén dit liéu trong mé hinh thanh toan thwong
mai dién tr, st dung ma héa AES dé€ bao mat ndi dung, két hop ki thuat gidu tin dé che gidu sw ton tai cta dir liéu,
véi tdc dd xtr Iy nhanh hon ma héa RSA 2048 bit.

Giai phap c6 thé dé dang trién khai trong thwc té trén moi thiét bi ngwdi ding ma khong can cac thiét bi dic thu
c6 chirc nang sinh tric hoc hay t6n kém chi phi phat hanh chirng chi s6 d€ ddm bao tinh xac thuc. Phu hop trién
khai trong cdc m6 hinh rng dung bao mait client-server qui mé nhé, theo xu hwéng chuyén déi cac giao thirc trao
d6i khéa chuln trong giai doan hju lwong ti.

Trong twong lai, tac gia sé tiép tuc nghién ctru mé rong, tich hgp cac gidi phap xac thuc da 16p va zero trust, nhdm
nang cao hon nita tinh xac thyc tir ca hai phia client va server, d€ han ché rui ro khi ma bam kép méat khau nguwoi
dung bi 19, cling nhw cai thién hon nita hiéu ning truyén tai cta giai phap bing co ché chon hinh cé kich thuéc
pht hop véi dd dai payload can truyén tai.
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30 GIAI PHAP XAC THU'C VA BAO MAT DU LIEU TRUYEN, CHONG TAN CONG LUQNG TU’ VA MAN-IN-THE-MIDDLE

AN AUTHENTICATION AND DATA TRANSMISSION SECURIY SOLUTION
AGAINST QUANTUM AND MAN-IN-THE-MIDDLE ATTACKS

Dinh Xuan Lam

ABSTRACT— Secure key exchange mechanisms remain a critical prerequisite for ensuring authentication and security in
client-server connections. Traditional data encryption techniques based on PKI architecture are no longer an absolutely secure
solution for key exchange and data transmission over networks, especially with the advent of quantum computers. This paper
analyzes limitations and quantum attack risks in key exchange protocols based on public-key cryptosystems such as Diffie-
Hellman. It then proposes a key exchange solution following an AES encryption pipeline model, incorporating an authenticated
modified Diffie-Hellman scheme combined with steganography. The approach is capable of resisting man-in-the-middle
attacks and mitigating security risks posed by quantum computing, thereby reducing the likelihood of information leakage or
forgery and enhancing the safety of authentication and data transmission processes in client-server applications. The study
also provides an overview of the performance and practical deployability of the solution based on experimental results.

Keywords— Client-server security, Steganography, Key exchange protocol, Man-in-the-middle attack prevention, Quantum-
resistant communication.
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