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TOM TAT

Nén cong nghiép 4.0 mang lai nhiéu thach thirc va co hoi cho gido duc dai hoc. Bai bao dé
xudt str dung phuong phap CTF (Capture the Flag) trong giang day thuc hanh cac mén hoc vé An
ninh mang. Phuong phap CTF mang lai sy tich cuc va chu dong cho sinh vién trong viéc hoc thuc
hanh, sir dung linh hoat kién thirc dd hoc dé giai quyét nhitng bai thyc hanh do giang vién dé ra.
Thong qua khao sat ngudi hoc ¢6 li€n quan, viéc van dung CTF da mang lai nhiing hi¢u qua thiét
thuc trong viéc giang day thuc hanh.

Tir khoa: cong nghiép 4.0, giao duc 4.0, giang day chu dong, CTF, Capture the Flag,
phuwong phap day thuc hanh.

1. Thay d6i dé tan dung triét dé méi trwong cong nghiép 4.0

Khi ky nguyén cta nén cong nghiép 4.0 dang tr6 thanh hién thyce, gido duc — dao tao cling
phai thich ung v6i sy thay d6i va tiém ning ciia nén cong nghiép hién dai. Muc tiéu cua thay ddi
trong giao duc 1a sy phu hop vdi moi truong mdéi, st dung tai nguyén hiéu qua, pha bo cac gidi
han, rao can dbi véi tri thirc va cai tién gido duc.

Trong khoéang thoi gian cho phép, bai nghién ctru ndy chi ¢6 pham vi nho trong viéc thay d6i
phwong phap giang day theo hudng tiém can gido duc 4.0 trong van dé day thuc hanh cac mén lién
quan dén mang may tinh va an ninh mang.

Lan ranh tri thire gio khong con han ché trong tu tudng ao lang “trudng toi, nude t61” nira
ma s€ la hoi nhép qudc té. Bai toan c6 thé dén tir bat cir noi nao trén thé gisi va bai giai cling vay.
Chuan dau ra vé ky nang, kién thirc va kha niang sang tao dugc danh gia theo tiéu chuan chung ciia
cong dong, clia quoc té.

Trong phuong phép méi nay, giang vién bam sat dé cuong, 1én ké hoach, két néi nhiing kién
thirc can thiét dé thiét ké phan thuc hanh theo phuong phap CTF (Capture the Flag). Phuong phéap
nay mang dén co hoi hoat dong thuc té sinh dong cho sinh vién, phan anh tinh nhay ben, tich cuc
tim toi, tich liiy kinh nghiém c4 nhan va phat trién kha ning t6 chtrc cong viée ctia ban than.

2. Gidoduc 4.0

Truge khi noi vé gido duc 4.0, chung ta thur diém qua mot vai ddc diém cua ky nguyén cong
nghé 4.0 d€ tir d6 1am co s¢ cho viée thay doi twong ting ve€ gido duc. Xa hoi trong ky nguyén cua
CMCN 4.0 (c6 thé goi xa hoi 4.0) co cac dac diem sau [1]:

- Thé glO’l dugc két nbi va trao ddi théng tin qua internet/wifi v6i nhau ké ca véi con
nguoi. Robots sé& 1a ban dong nghiép chir khong con 1a cong cu gilp viée.

- Cong nghé thuc té 40 dang x6a dan ranh gidi gilta thé gi6i that va thé gidi 40. Toc do tinh
toan ngay cang tang nhanh, cac hé thong thyc té 4o ngay cang gidng that.

- Tét ca moi cong viée co thé hoan tat boi cac hé thdng théng minh hay robots déu s& duoc
thay thé. Cac hé théng thong minh va robots s& c6 kha ning quyét dinh, hanh dong doc
lap va tu dong dé hoan tit nhanh chéng cong viée duoc giao pho. Con ngudi chi can thiép
khi cac h¢ thong thong minh nay khong c6 kha nang quyét dinh ma thoi (critical, bad and
ill-defined situations).

- Cdng nghé s& gitip con nguoi sdng 1au hon va chit lwong cude sdng ciing cao hon do dé
nhu cau phuyc vu ciing sé tang theo.

Nhiéu vy kién cho rang gido duc ciing trai qua cac cudc thay dbi 16n trong méi trudng,
phuong phap cling nhu triét 1y dao tao [1]:

Gi4o duc 1.0: hoc sinh mudn hoc phai dén truong.
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Gi4o duc 2.0: dugc danh diu boi viéc dung mang.
Gi4o duc 3.0: phuc vu cho nén kinh té tri thirc (hién tai).
Gido duc 4.0: phuc vu cho nén kinh té sang tao.

N6i riéng vé gido duc 3.0 va 4.0, nhiéu nudc trén thé gidi chao don gido duc 4.0 thi tai Viét
Nam van dang giai doan giira cta 3.0. O cac thanh phd 16n nhu Ha Noi, TPHCM hay Pa Nang thi
da thay c6 mot s6 ap dung nhung chua that sy dong bo theo ding nghia 4.0 nhu gido duc dugc xi
hoi hoa toan cau, khong gidi han ddi twong. Triét Iy trong thoi dai cach mang 4.0 vé phuong phap
day va hoc theo phuong thirc dao nguoc. Lop hoc déo nguoc thay dbi toan dién qui trinh ddo tao
truyén thong. Trd hoc kién thire can ban ngoai 16p hoc tur cac tai licu trén hé thdng truc tuyén cia
truong, cac hé thong két ndi mo MOOC, Wikipedia, Youtube,...Trong 16p thi hoc cach ing dung
kién thirc dé phan bién, giai quyet van dé qua trao doi voi thay c¢6 va véi nhom. Nguoi hoc chiém
vai trd chu dong. Vai tro ciia thay co ciing thay doi. Thay c6 dung & vai trd hudng dan va hd tro
qua trinh hoc hoéi ciia hoc sinh chir khong con day kién thue. Tir day, phuong phap day chu dong
phét huy hiéu qua téi da cho nguoi hoc. Ho phai tu xoay so, tim kiém, két hop va trai nghiém.

508 Nghe v nhin
70 Trao difi wei ngiré khic
BO% Sir dyng trong thyc t8
S0% Day lai cho ngwroi khac

Hinh 1: Thdp hoc tdp (Learning Pyramid) thé hién mirc d hiéu qua cac phieong phép tiép thu [4]
Mot s6 dic diém ctia phuong phap giang day chi dong:
- Nguoi hoc 1a trung tam;
- Cht trong rén luyén phuong phap tu hoc;
- Phéi hop giita hoc tap c4 nhan véi hoc tép hop tac;
- Vai trd cua giang vién trong giang day chu dong: ngudi huéng dan, to chirc hoat dong;
- Két hop danh gia cua giang vién véi ty danh gia cua sinh vién.
3. Ap dung phwong phip day thwe hanh CTF trong phwong phap gidng day chi dong
3.1. Cac phuong phap day thuc hanh

Céc phuong phap day thuc hanh dén nay van 1a noi dung bam sat theo dé& cuong, phuong
thire day thi tdy thudc vao giang vién phu trach. Hau hét cac budi thuc hanh chia 1am 3 phan chinh:
on tap va co dong kién thirc du cho budi thyc hanh, chay thir bai thuc hanh hoac mét phan, va cudi
cuing 1a phan sinh vién lam bai tap hoac nhap vai (role playlng) [5]. Trong qué trinh nay, giang vién
dong vai tro la mau, dan dit khi giai dap thic méic hoic gidp sinh vién khi gap kho khéan. Phuong
phap nay d ton tai va chang to hiéu qua nhat dinh trong suét qua trinh ton tai cua no.

3.2. Phwong phap day thuc hanh CTF

CTF (Capture the Flag) c6 thé tam dich 1a “tim c&”. Co 1a mot thong diép dai dién cho két
qua. Tim co c6 nghia rang ta phai tim dudng di den dich (tim ra két qua). Nhu vay, bai thyc hanh
néu dugc ap dung cach nay thi s& c6 thém mot sé yéu t6 nhu sau:

+¢+ Tinh chu dong:
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Sinh Vién’ chf% dong giai quyét van (jé ma g'?m nhl}’ khong c6 dinh hudng cliing nhic. Ho phai
tu quyét dinh bat dau tir dau, lam nhu theé ndo, can thiét nhiing gi, cong cu gi, lam mot minh hay
cung nhom...

% Ham lugng kién thirc:

Dé giai quyét van d¢, sinh vién phai van dung linh hoat céc kién thirc ma minh c6 duoc.
Nguoi ra dé CQ the cho c@c bai tap CTF vai su da dang ve kién thuc theo cac cap d6 tir dé dén kho
va co du cac yéu to vé: kién thire, tu duy, k¥ nang va sang tao.

% Két hop k¥ ning:

Ngoai kién thirc, cac k¥ ning vé dong ndo, 1am viéc nhom, nghién ctru tinh hudng, phan
doan tinh hudng, sang tao,... nguoi hoc con dugc két hop va phat huy nhiéu hon so v6i phuong
phép day thuc hanh truyén thong.

3.3. Mt s6 so sanh phwong phap day thwe hanh CTF va day thuc hanh truyén thong

Mot s6 tiéu chi trong phwong phap giang day chi dong dua ra nham so sanh phuong phap
day thuc hanh truyén thong va day thuc hanh CTF nhu sau [2][5]:

PR . Phuong phap day thuc Phuwong phap day
STT Cac tieu chi hanh truyén thong thuwe hanh CTF
1 | Pong ndo (Brainstorming) | Tap trung giai quyét 1 bai | Thu thap, gan két, van
toan, mot kién thirc cuc bo. dung nhiéu kién thirc
qua cac phan doan
khac nhau cho td&i khi
tim ra co.
2 Suy nghi — ting cip - chia | Hau nhu review kién thirc, | Qua trinh thu thap kién
s¢ (Think-pair-share): lam viéc doc lap va giai | thiic co thé doc lap
quyét bai tap ciing doc 1ap. | hodc riéng 18, nhung
sau khi giai quyét van
dé co thé chia sé hodc
hoc hoi.
3 Hoc dua trén van dé | Phan lon 1a theo su dan dit | Giai quyét van dé da
Problem based learning) cua giang vién dua ra. hudng
4 | Hoat dong nhém (Group | Co6 nhung it Co
based Learning)
5 | Dong vai (Role playing) Co Co
6 | Mo phong (Simulations) Co/ khong Co6/ khong
(tuy vao bai tap dac thu) (thy vao bai tap dac
thi)
7 | Nghién ctu tinh hudng | C6/ khong Cd/ khéng
(Case studies) (tuy vao bai tap dic thu) (tuy vao bai tip dic
thu)

3.4. Khao sat phwong phap day thwc hanh CTF

Chlng toi tién hanh mét khao sat quy mo nho trong cac 16p da ap dung phuong phap giang
day CTF cho khoa 2015 chuyén nganh An ninh mang. Két qua khao sat thé hién sinh vién dap
(g rét tich cuc v6i phuong phéap nay [3].

3.5. Mt s6 van dé ton tai

Trong qué trinh thyc nghiém va tham khao, c6 thé nhan thay 6 mot sé nhuoc diém cua
phuong phap nay. Chinh nhiing nhugc diém nay dong vai tro rat 1on cho thanh céng va hi¢u qua
cua phuong phap.

¢ Hoc kha, hoc yéu:
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Nhirng sinh vién nim bat van dé va phat huy t6t kha ning thi rat thich hop v6i phuong phap
hoc nay. Ho thich thii v6i diéu nay va s& 1am tiép cac bai khac véi tinh than phan khich. Khi ho
chua giai quyét duoc van dé, 1an cin va khong hai 1ong ban than thi ho quyét tim cao hon. Khao
sat cho thiy 36.4% Bit dau lai tir dau hodc tim cach khac dé giai. 33.3% so sinh vién kién tri thu
thap thém kién thirc cho dén khi giai duoc.

11. Ban sé& lam gi khi khong giai dugc bai CTF?

33 responses

@ Khaéng gidi nira

@ Bt d4u lai tir dAu hodc tim céch khac
dé giai
Hai ban hodc tim bai giai san

@ Kién tri thu thap thém kién thirc cho
dén khi giai dwoc

Hinh 2: Khdo sdt muc 11

Trai lai, nhitng sinh vién tiép can vai tinh than, thai do kém va thiéu kién thuc thi sinh ra tim
ly chan nan, budéng xudi. Nguyén nhan coé thé 1a kién thic yéu cau qua tam hoac sinh vién thicu
kién tri dan dén that bai.

Giai phap cho van dé nay c6 thé 1a ¢ phia giang vién. D& bai ho dua ra phai phan cap tir dé
dén kho vé kién thuc lan k¥ nang. Ho phai goi ¥ thu thap kieén thic cho sinh vién cho nén can thiet
phai c6 bai giai (write-up) vao thoi diém thich hop.

% Giang vién:

Giang vién dong vai tro 1a nguoi ra dé, giai dé va quyét dinh cach giai ding hay sai. Tai
khau ra dé, ho c6 thé tu ra dé theo tinh hinh thuc t& hodc tham khao cac bai CTF quéc té. Nhu vay,
ho ¢6 vai trd cuc ky quan trong vé mit kién thirc. Thong ké cho thay 42.4% 1a phuong phap cua
giang vién va 30.3% 14 kién thic hoc tir cac budi 1y thuyét.

19. Yéu 16 nao dong vai tro I6n nhat trong viéc hoc CTF

33 responses

@ Phuong phép Thay /co giang day

@ Théy /cd gidi, gidi sdn cac bai
M@i trwdrng thye hanh: may tinh,
phong hoc, internet...

@ Kién thire hoc tiv Iy thuyét

s

Hinh 3: Khdo sat muc 19
% Tinh phd dung:

Phuong phap CTF chi ap dung duoc véi mot sé mon, khong phai cho toan bd. Nhitng mén
hoc mang tinh c4u hinh, thiét 1ap s& khong ap dung dugc. Nhu vay, trong nganh Cong nghé thong
tin, cic chuyén nganh déu c6 nhitng mon co thé ap dung dic biét nhu Cong nghé phan mém, An
toan thdng tin, Khoa hoc dir liéu, Khoa hoc may tinh.
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4. Két luan

Cac phuong phap day can phai thay d6i dé viéc tiép can van dé co thé da phuong, va quan
trong hon 1a kién thtrc tir cac bai tap phai da dang, du d6 kho theo thyc tien.

Vi phuong phép day thyc hanh CTF, sinh vién c6 thé chii dong trong hoc tap, phat huy kha
ning tu to chirc kién thic dé giai quyét van dé. Phuong phéap giang day nay con tao kich thich
thanh tich cling nhu mo ra bién gidi hoc tap khong chi trong ndi bd truong dai hoc ma con cac
truong khéc, cac nude khac.

Vai trd ciia giang vién 1a kha 16n, ngoai viéc tw bién soan cac bai CTF két hop nhiéu kién
thirc tuong g voi cac cap do tr dé dén kho, con phai ap dung va gidi thi€u cac cong thong tin
CTF quoc te.
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Abstract: Industry 4.0 offers many challenges and opportunities for university education. This
paper proposes using CTF (Capture the Flag) method for network security teaching. The CTF
supplies the positive and proactive approach to hands-on learning, using the knowledge they have
learned to solve all problem the instructor’s practical assignments. Base on the survey on our
students, deploying CTF has brought practical results.
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