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TOM TAT— Phét hién chudi con bAt thuwong trén chudi thoi gian dang ludng 1a mot vin dé quan trong nhung chwa duoc giai
quyét dung mirc. Trong bai bdo nay, ching tdi dé xuit mot cich ti€p cAn mai két hgp phan doan va gom cum dé phat hién bat
thwong trén chudi thoi gian dang ludng. Khi phan doan, phwong phap diém cuec tri quan trong dwoc ding dé rut trich cac
chudi con tir mét chudi thoi gian. Khi gom cum, mot gidi thuat gom cum gia ting dugc st dung dé gom cum cac chudi con da
dwoec rat trich. Mt phan doan cuc bo clia chudi thoi gian dang ludng sé dugc Iwu trong mot bd dém xoay vong, tir ddy cac hé
s6 bt thwong clia cac chudi con s& dwgc tinh moét cach hiru hiéu. Ngoai ra, phwong phap deé xuit con 4p dung chién lwgc cap
nhat tri hodn dé xir Iy dit liéu chubi thoi gian dang luéng mot cach hop 1y hon. Két qua thwe nghiém trén sau bd dit liéu miu
cho thdy phwong phap dé xuit hitu hiéu hon rat nhiéu khi so véi giai thuat BFHS, mdt phién ban mé rong cta gidi thut HOT
SAX, trong khi cac chudi con bt thudmg dwoc phéat hién béi ca hai phwong phéap nay thi gidng hét nhau khi thuc nghiém trén
cac bd dit liéu mau.

Tir kh6a— phat hién bit thudng, chudi thoi gian dang ludng, gom cum, phan doan.

I. GIO'I THIEU

Mot chudi thoi gian dang ludng 1a mot chudi khong c6 gidi han ctia nhitng diém dit liéu ma trong dé cac diém dir
liéu méi dén lién tuc theo thoi gian. GAn day, phat hién bat thwong trén chudi thoi gian dang ludng da xuit hién
nhw mét dé tai séi dong vi c6 nhiéu rng dung cin x 1y cong tac nay theo thoi gian thyc. Vai thi du vé nhitng tng
dung nay c6 thé ké nhu: gidm sat chudi dit liéu thién vin Tia Gamma [1], phat hién nhitng doan bt thwdng trén
dir liéu dién tAm d6 (ECG) dang ludng dén tir bénh nhan [2], phat hién nhitng mAu bat thuwdng trén dit liéu GPS
clia xe c0 [3]. Va véi su gia ting clia viéc két ndi cam bién thoi gian thuwe, phéat hién cdc mAu bat thwong trén dit
liéu cAm bién dang ludng (stream sensor data) da tr& nén rit quan trong [4].

Khi xtr ly chudi thoi gian tinh (static time series), tit ca cac diém dit liéu cta chudi thoi gian déu da cé sin va
dwoc lwu trong bd nhé. So sanh véi chubi thoi gian tinh, chubi thoi gian dang ludng c6 nhirng dic diém nhw sau:
(1) Cac diém dir liéu thwdng xuyén thém vao chudi thoi gian dang ludng, (2) Kich thwéc ciia mot chubi thoi gian
dang ludng hau nhw khéng cé gi¢i han, (3) do sw cip nhat dit liéu lién tuc, radt kho c6 thé lwu tit ca dir liéu trong
bd nhé chinh hoidc trong dia, do d6 can c6 nhirng giai thuit lam viéc theo cach duyét qua dit liéu chi mot lan
(one-pass algorithm) d& c6 thé dap ng theo thoi gian thwe. Do nhitng dic diém nhw vay, cdc phwong phap ap
dung cho chubi thoi gian tinh khong dé cai tién dé 1am viéc dwgc trong béi canh dir lidu ludng.

Phat hién bat thwong trén chubi thoi gian dang ludng thudng khé hon nhiéu so véi bai toan tim kiém twong tw
(similarity search) trén chudi thoi gian dang ludng. Hai thach thic chinh ctia bai toan phat hién bat thudng trén
chudi thoi gian dang ludng 1a 1am cach nao dé xac dinh chiéu dai cta chudi con bat thuwdng va 1am cach nao dé
cap nhét gia ting chudi con bat thuwdng nhat mbi khi c6 mot diém dit litu méi téi.

Péng gbp chinh cia bai bdo nay dwoc néu ra nhu sau: trong cong trinh treéc day ciia nhom (Thuy va cac cong
sw, 2018 [5]), ching t6i di dé xuit EP-ILeader, mot giai thuat hitu hiéu dé phat hién bat thuwdong trén chudi thoi
gian tinh v&i d6 do Euclid. Trong giai thuit EP-ILeader, chiing t6i st dung mot phwong phap phin doan dé phan
chia mot chudi thoi gian thanh nhitng chudi con. Sau dé mot gidi thuat gom cum gia ting, c tén I-Leader, duoc
thuc thi d€ gom cum cac chudi con va cac cum sé& dugc dung d€ phat hién chudi con bit thwong nhit. Trong cong
trinh nay, ching tdi m& rong giai thuat EP-ILeader dé phat hién bit thuwdng trong mot boi canh thich thic hon:
chubi thoi gian dang ludng. Gidi thuat méi nay, c6 tén SEP-Ileader, cé thé phat hién chudi con bat thwong ngay
khi chudi con nay xut hién trén chudi thoi gian dang ludng. Phwong phap dé xuat van dung tinh chit truc tuyén
cla giai thuat phan doan chudi thoi gian va tinh chit gia ting cda giai thuat gom cum I-Leader [6].

Chung t6i so sanh hiéu nang cha giai thudt SEP-ILeader v&i gidi thuat BFHS. Giai thuat BFHS 1a mot phién ban mé&
rong cta giai thuat HOT SAX [7] dé phat hién bat thudng trén chudi thoi gian dang ludng. Két qua thwc nghiém
cho thiy SEP-ILeader thwc thi nhanh hon giai thuat BFHS rit nhiéu trong khi dem lai cing chudi con bit thudng
dwoc phat hién. Do d6, SEP-1Leader rat thich hop cho nhirng rng dung cin sy dap (ng thoi gian thyec.
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Phin con lai ctia bai bdo dwoc t6 chirc nhw sau: muc II gi¢i thiéu mot s6 khai niém lién quan, muc I m6 ta cac
cong trinh lién quan, muc IV giéi thiéu giai thuat dé xuit SEP-ILeader d€ phat hién bat thwong trén chudi thoi
gian dang ludng; két qua thwc nghiém vé giai thuit SEP-ILeader dwoc trinh bay & muc V; muc VI néu mét vai két
luin va cac hwéng phat trién cha dé tai.

II. CAC KHAI NIEM

A. CAC PINH NGHIA

Phat hién bat thudng trén chudi thoi gian 13 tim kiém chudi con bat thwdng nhit (most unusual subsequence,
discord) trén mot chudi thoi gian. Chudi con bat thuwdng nhat 1a chudi con ma khac biét nhidu nhat d6i véi chudi
con ma twong tw véi né nhat. Tuy nhién, d6i khi nhitng chudi con trung khép véi nhau nhat cé thé phu 14p 1én
nhau (overlap). Nhitng chudi con nhw vy dwoc goi 1a nhitng chudi con trung khép tAm thudng (trivial matches).
Dé c6 thé phat hién nhitng chudi con bat thudng c6 ¥ nghia, chiing ta nén loai bé nhitng chudi con trung khép
tAm thwong.

Mot chudi thoi gian T = (ti, tz,..., tm) 12 mot tAp c6 thi tw gdm m tri s§ thwe dwgc thu thap tai nhitng diém thoi
gian cach déu nhau. Mot chudi con S véi chiéu dai k ctia chudi T dwoc ky hiéu 12 S = (&, tiss, ..o, tisk1), VO 1< i< m -
k+1.

Pinh nghia 1 (Khdp khéng tdm thwdng): Gia st chudi thoi gian T ¢ chira mot chudi con C, v&i chiéu dai n bat
dau tai vi tri p va mot chudi con trung khép véi né 1a €, bat dau tai vi tri g, thi C, 1a chudi con trung khép khong
tdm thwong cua Cp, néu |p - q| = n, tirc €, khong phu lap 1én C,.

Pinh nghia 2 (Chuéi con bdt thwong nhdt, 1-discord): Cho chubi thoi gian T, chudi con D trong T dwoc goi la
chudi con bat thwdng nhat (hay 1-discord) trong T néu D c6 khodng cach 16n nhit dén chudi con trung khép
khong tAm thwong 1an cin nhit véi no.

Hinh 1 minh hoa chudi thei gian dién tAm dd (ECG) c6 chira mot chudi con bt thwong nhat (dwgc t6 dam).

. . ‘ . ECG qtdb/sel102 (exgerpt)-
0 200 400 800 800 1000 1200 1400

Hinh 1. Chuéi thoi gian ECG va chudi con bdt thwdng nhat ([7])

B. PHAN POAN CHUOI THO'I GIAN TRU'C TUYEN
Trong cong trinh nay, chiing t6i str dung phwong phap phan doan chudi thoi gian dwa vao cac diém cuc tri quan
trong (important extreme point) ciia Fink va Gandhi [8]. Trong s& nhiéu phwong phap phan doan chudi thoi
gian, nhwng phwong phap diém cuec tri quan trong dwgc chon vi phwong phap nay cé tinh trwc tuyén nén cé thé
thich nghi véi dit liéu chudi thoi gian dang ludng.

Véi phwong phap diém cwc tri quan trong, c6 mot tham sé ma ngwdi dung phai xac dinh 13 hé s6 nén R. Hé s6 nén
c6 gia tri cang 16m sé khién cho sé diém cuec tri quan trong dwoec rut trich sé cang it.

Khéi su tir diém dau tién ctia chudi thoi gian T, ching ta c6 thé nhin dang tat ca cac diém cuc tiéu va cuc dai
quan trong ctia chudi th&i gian bing cach dung giai thuat All-Extrema, dwoc dé xuit trong cong trinh [8]. Giai
thuat All-Extrema c6 d6 phtrc tap vé thoi gian va chd bd nhé déu 13 tuyén tinh. Giai thuat nay cé thé x ly cac
diém dir liéu méi khi chiing dwgc truyén téi ma khong cin lwu toan bo ca chubi thoi gian di cé.

Trong cong trinh nay, sau khi tim ra tit ca cac diém cuc tri quan trong ctia chudi thoi gian, ching toi c6 thé rat
trich ra nhitng phan doan tir mot chudi thoi gian tinh hay chudi thoi gian dang ludng. Tém lai, gidi thuat All-
Extrema c6 thé gitip chiing ta thuc hién phan doan chudi thoi gian mot cach truc tuyén (online).

I1I. CAC CONG TRINH LIEN QUAN

A. CAC CONG TRINH VE PHAT HIEN BAT THUO'NG TREN CHUOI THO'I GIAN TINH

D4 c6 nhiéu coéng trinh nghién ctru vé phat hién bat thwong trén chudi thoi gian tinh. Mot s6 giai thuat tiéu biéu
dwoc dé xuit cho bai toan nay dweec liét ké nhw sau. Giai thuat Brute-Force, ciia Keogh va cac cong su [7], 1a mot
giai thuat chan phwong d€ phat hién bt thwong bao gom hai vong ldp 16ng nhau. Giai thuiat HOT SAX, ctia Keogh
va cac cdng su [7], st dung phwong phap Xdp Xi Gop Tirng Doan (Piecewise Aggregate Approximation -PAA)
(Keogh va cac cong sw [9]) nhw la mét ki thuit thu gidm sé chiéu, phwong phap Xap Xi Gop Ky Hiéu Hoa
(Symbolic Aggregate Approximation -SAX) (Lin va cac cdng su, [10]) nhw la mét k§ thuat roi rac héa va ap dung
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hai heuristic d€ s3p th& tw cho vong lip trong va vong l3p ngoai nhdm cai tién qua trinh phat hién bt thudng.
Trong giai thuat WAT, Bu va cac cong suw phat hién bit thwong bang cach sir dung phép bién d6i Haar Wavelet va
ap dung cay gia t6 nhw 1a mot ciu truc dit liéu hd tro [11]. Ma va Perkins dé xuat phat hién bat thwong dua vao
may vector hd trg mot 1ép (one-class support vector machine) [12]. Trwdng va Anh dé xuit phwong phap phat
hién bat thwdng va motif trén chudi thoi gian dwa vao phan doan va gom cum [13]. Sanchez va Butos dé xuat
mot phwong phap phat hién bat thwong trén chudi thoi gian véi nhiéu mirc phan giai [14]. Zhu va cac cong sw dé
xuat khung thirc dé phat hién bat thuwdng va motif trén chudi thoi gian dwa vao s song song héa véi cong nghé
GPU [15].

Cac phuwong phap néu trén dwoc chia 1am ba thé loai: cic phwong phap dwa vao cilra s6 trwot, cadc phwong phap
dwa vao phan doan va cic phwong phap dwa vao phén 1ép [16]. Trong s6 nhitng phwong phap dwa vao clra s6
treeot, HOT SAX dwoc xem 1a phwong phap dwgc wa chuéng nhat.

B. CAC CONG TRINH VE PHAT HIEN BAT THU'O'NG TREN CHUOI THO'I GIAN DANG LUONG
D&i voi bai toan phat hién bit thudng trén chudi thoi gian dang ludng, do do khé ctia bai toan, c6 kha it nhitng
cong trinh nghién ciu. Mot vai nghién ctru vé bai todn nay dwgc tém lwoc nhu sau.

Liu va cac coéng sw, nam 2009, dé xudt mot khung thirc phat hién bat thwong trén chudi thoi gian dang ludng c6
tén DCD (Detection of Continuous Discords) [17]. DCD c6 thé phat hién chudi con bt thwong tir cac phan doan
cuc bd ctia mdt chudi thoi gian dang ludng dwoc lwu trén mot bd dém (buffer) ma cé kich thwéc cho truéec.
Khung thitc DCD dung ky thuat chinh 12 gi¢i han khong gian tim ki€m nhim gia ting tinh hitu hiéu clia qua trinh
phat hién bat thwong. Vi khung thirc DCD thudc nhém phwong phap dwa vao cira s6 truegt nén DCD cé d6 phirc
tap tinh toan cao.

Sanchez va Bustos ndm 2014, gi&i thiéu mot phwong phap phat hién bit thwong trén chudi thoi gian dang ludng
ma st dung nhitng hinh chit nhat bao va ciu tric R-tree dé thiét 1ap hai heuristic sap thi tw cho vong lip trong
va vong lap ngoai trong qua trinh phat hién bat thudng [18]. Tuy nhién khai niém chubi con bat thwong trong
cong trinh nay khéng twong thich véi dinh nghia chudn vé chudi con bat thwong nhat (1-discord) (xem Pinh
nghia 2) ma thuwdng dwoc dung trong cong ddong nghién ciru.

Giao va Anh, nam 2020, dé xu4t giai thuat SKDIS dé phat hién k chudi con bt thwong nhit trén chudi thoi gian
dang luéng [19]. Tuy nhién, do giai thuit SKDIS di theo hwéng tiép cdn dwa vao clra s trwgt nén do phic tap
tinh toan cta giai thuat nay van con cao.

C. GIAI THUAT I-LEADER PE GOM CUM CAC CHUOI CON

Mbt giai thuat gom cum gia ting (incremental clustering), I-Leader, d&€ gom cum céc chudi con tir mdt chudi thoi
gian (Thuy va cac cong sw, 2019 [6]), 1a mot sy cai tién tir gidi thuit gom cum Leader [20] véi nhitng y twdng
chinh sau day.

e Motla trong I-Leader, ching t6i str dung tim cum (centroid) thay vi “leader” trong vai tro dai dién cum.

e Haila trong [-Leader, cic tim cum dwoc tinh theo kiéu gia ting (incremental). Phwong phap cip nhit lai
tAm cum ctia mot cum khi c6 mét chudi con méi dwoc dwa vao cum dwoc md ta nhw sau. Khi mot chubi
con mé&i dwgc thém vao moét cum, tAm cum clia cum ndy sé dwoc tinh lai theo kiéu gia ting bing cach ap
dung coéng thirc sau day dé tinh thanh phan thir i cia tim cum méi.

1 *
NewCentroid, = Centroid, *n+t, (1)
n+1

v&i t; 12 thanh phan thit i cda chudi con ¢t dwgc gan vao cum, n 13 s& phin ti¥ trong cum, Centroid; 1a thanh phan
thit i ctia tdm cum hién hanh va NewCentroid; 1a thanh phan tht i cda tAm cum méi. Khi mét chudi con bi loai bd
ra khoéi mot cum, dé tinh lai tAm cum méi cho cum nay, ta cling c6 thé 4p dung cdng thirc (1) nhwng trong d6 hai
d4u cdng dwoc thay bing hai du trir.

e Bala trong I-Leader, chit lwong t8t clia cac cum dwoc gom sé& dwoc duy tri tai bwéc cap nhat cum bang
cach kiém tra théng tin kiéu cum (cluster type). Sau ching gom cum dau tién, cum nao thudc loai “under-
filled” (c6 s6 phan tir qua it) sé dwgc gdp vao mot cum thudc loai “good” (cé s6 phén tir di nhiéu) ma
gan v&i né nhit. Vé khoang cach giita mot chubi con dén mot cum, ching tdi stt dung dd do khoang cach
Euclid tir chudi con d6 dén tdm cum clia cum 4y. Khi moi cum déu thudc loai “good”, chung ta biét rang
két qua gom cum da dat duwoc mot chat lwong tt. Bwdc tinh ché cum bang cach gop nay c6 thé dwoc 1dp
nhiéu lan cho dén khi khong con cum nao thudc loai “under-filled” trong tit ca cac cum.

Giai thuat I-Leader d€ gom cum gia ting cac chudi con dwgc md ta nhu sau:

Input: Chudi thoi gian dang ludng T dwoc phan doan thanh cic chudi con va mdt nguwdng khoang cach £
Output: Cla mot tap cac cum dwoc tao thanh.
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Buéc 1: Gan chudi con thir nhat T;, vao cum Cy; gan i =1 vaj =1 vanhan T;1a tAm cum cta cum C.

Budc 2: Gan j = j +1; xét cac cum tir C; dén C; theo thit ty ting dan cua chi s6 cum va gén chubi con T vao
cum Cp ( 1 < m < 1) néu khodng cach tir tAm cum ctia cum C,, dén chudi con Tj1a nhé nhit va khoang cach nay
phai nhé hon ngudng & (Trong tredng hop ndy, tAm cum clia C,, dugc tinh lai bing cach dung Cong thirc 1).
Ngwoc lai, gan i = i+1 va dwa chudi con T; vao cum méi C.. Nhan T;1a tAm cum ctia cum Ci..

Buéc 3: Tinh chinh két qua gom cum & Buéc 2 bing cach gdp nhitng chudi con thudc cac cum “under-filled”
vao cac cum “good” ma gin véi ching nhit.

Buwéc 4: Quay lai Buéc 2 d€ lap cho dén khi moi chudi con trong chudi thoi gian T déu da dugc gan vao cac
cum.

D. EP-ILEADER, GIAI THUAT PHAT HIEN BAT THUO'NG TREN CHUOI THO'I GIAN TINH

Giai thuat EP-ILeader dé phat hién bat thuwdng trén chudi thoi gian tinh dwa vao cac y twéng sau. Trudc tién,
chudi thoi gian dugc phan doan thanh cac chubi con dwa vao cac diém cuc tri quan trong da tim thay. Sau do,
mot giai thuat gom cum dwgc dung d€ gom cum céc chudi con dé thanh nhiéu cum. Sau khi cac chubi con da
dwgc gom cum, hé s§ bat thwong (anomaly score) ctia mdi chudi con sé& dwoc tinh. Chudi con c6 hé sé bt thudng
cao nhit s& dwoc nhan dang 13 chudi con bat thudng nhit (1-discord). Néu cé nhiéu chubi con ciing c6 hé sé bat
thwdng cao nhat thi mot trong nhitng chudi con nay sé dwoc chon 1a chudi con bat thwong nhat.

V&inhirng y twéng néu trén, ching toi da dé xut giai thuat EP-ILeader (viét tit cho Extreme Points and I-Leader
clustering), mot giai thuat dwa vao phan doan dé phat hién bat thwong trén chudi thoi gian tinh. Chi tiét cia giai
thuit nay dwgc mo ta nhw sau.

Truwéc tién, phwong phap diém cwec tri quan trong [8] dwoc dung dé tim ra tit ca cac diém cuec tri quan trong ma
c6 cong dung tach hai phan doan k& cin nhau. Chung tdi goi nhitng diém nhw vy 1a nhitng diém thay d6i
(change points).

Trong qua trinh phan doan, méi phan doan dwgc hinh thanh tir diém thay déi thir i dén diém thay déi thir (i+k),
v&i k16m hon hay bang 2 va nho hon téng s diém thay d6i tim thiy.

Sau khi dwgc phan doan tir mdt chudi thoi gian, cdc chudi con dwoc phan doan c6 thé cé chiéu dai khac nhau. Do
do6, mot phwong phap nodi suy sé dugc dung dé bién déi cac chudi con nay vé cling mot chiéu dai. Trong EP-
ILeader, chung tdi 4p dung phép bién déi vi tw (homothety) d€ bién ddi cac chudi con nay vé cling mot chiéu dai
(chinh 14 chiéu dai trung binh ctia moi chudi con). Chi tiét vé giai thuat bién déi vi tw cac chudi con ctia chudi thoi
gian dwgc mo ta trong bai bao [13].

Khi tit ca cac chudi con cé cung chiéu dai, giai thuat gom cum I-Leader s& thwc thi d& gom cum cac chudi con
twong tw nhau vao cling mét cum va nhitng chudi con khac nhau vao nhitng cum khac nhau. Cac cum sé& dwoc
phén loai vé ki€u cum 1a “good” hoic “under-filled” dé tién theo ddi trong qua trinh gom cum. Can c& vao thong
tin kiéu cum, giai thuat I-Leader c6 thé cai thién chat lwgng gom cum bang cach thuc hién cac bwéc tinh ché theo
kiéu gdp cho dén khi khdng con cum nao thudc kiéu “under-filled”.

Véi két qua gom céc chudi con thanh cac cum, chiing tdi tinh todn hé s6 bat thudng cla tirng chudi con bing cach
dung hai dinh nghia sau diy dwoc dé nghi bdi He va cac cong sw trong cong trinh phat hién diém ngoai bién [21].
Trong cach tinh todn nay, cac chudi con bat thwong dwoc thé hién thong qua nhitng khoang céch tir cac chudi
con nay dén cac cum lén va cac cum nhd.

Pinh Nghia 3. (Cum Ién va cum nhd): Cho mét tap chudi con D ma dwgc gom cum thanh mét tap cac cum C = {Cy,
Cz, ..., Ci} sao cho |C1| 2 |C2| = .... = |Ck|. V&i hai tham s6 a4, oz, néu (|C1| + |Cz| + ... + |Cb]) 16n hon hay bang |D] *
01 va |Cp| / |Cr+1] 16m hon hay bang o, thi cac cum Cy, Cz, ..., Cy 12 cdc cum 1én va cac cum Cpe1, Cps2, ..., Cx 12 cac
cum nho, véi b 13 s6 nguyén trong tim tir 1 dén k.

Cac cum 1én dwec ky hiéu 1a LC va cac cum nhé dwoc ky hiéu 1a SC.

Pinh Nghia 4. (Hé s6 bdt thwdng): Cho mot tAp chudi con dwoc phan doan tir chudi thoi gian T va tap chudi con
nay dwoc gom cum thanh moét tap cac cum C = {C1, Cy, ..., Cx} sao cho |C1| = |Cz| > .... > |Ck|. V&i mdi chudi con ¢
duoc phan doan tir chudi thoi gian T, hé s6 bt thudng cia t dwgc tinh bing cong thirc sau sau:
| C; [*min(distance(t,C;)) ifteC;,C;e SCandC; e LC(j=1.b) )

|C, | distance(t,C,) ifte C,,C e LC (2)

Véi distance(t, C;) 1a khoang cach tir chudi con t d&n cum C..

Score(t) = {
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Két qua thwc nghiém & céng trinh [5] cho thdy véi ndm bo dir liéu thi nghiém, khi phat hién bat thuwong EP-
ILeader thuec thi hitu hiéu hon rat nhiéu so vé&i gidi thuat HOT SAX ma vaAn phat hién bat thuwdng mét cach chinh
xac nhw giai thuat HOT SAX. Chi tiét vé giai thuit EP-ILeader, ddc gid quan tAm c6 thé tham khao dén bai bao [5].

IV. GIAI THUAT DE XUAT DE PHAT HIEN BAT THUONG TREN
CHUOI THO'I GIAN DANG LUONG

DE phat hién bat thuwdong trén chudi thoi gian dang ludng, ching toi dé xuat giai thuat SEP-ILeader, mot dang mé
rong cla giai thuat EP-ILeader. Trong gidi thuit SEP-ILeader, mot cita s dich chuyén (moving window) dwdi
hinh thtrc mot bd dém xoay vong (a circular buffer) dwoc diung 1am cdu triic trung gian dé lwu chudi thoi gian
dang ludng bang cach lwu chi mét phan doan cuc bd cta chubi thoi gian bao gdm nhirng diém dit liéu méi nhat.
Chung tdi dinh nghia thém mot chién lwoc cdp nhdt tri hodn (delayed update policy) d€ quyét dinh khi nao cin
tai phan doan chudi thoi gian va khi ndo qua trinh nhan dang bat thwong dwoc tai khéi dong dé phat hién mot
chubi con bat thudng méi mot cach truc tuyén. Nhw vay, gidi thuat SEP-ILeader giéng giai thuat EP-ILeader &
chd van str dung cach tiép can dwa vao phan doan va gom cum; va giai thuat SEP-ILeader khac giai thuat EP-
ILeader & chd phai b6 sung thém viéc st dung bd dém xoay vong 1am ciu triic trung gian va chién lwoc cap nhat
tri hodn dé ng phoé v&i nhirng dic diém cua dir liéu ludng.

A. BO DEM X0AY VONG

HAu hét cac giai thuat xt ly chudi thoi gian dang ludng thwong quan tAm dén phan méi nhat clia chudi bing cach
ap dung mot cira s6 dich chuyén véi kich thwdc W 1én chudi thoi gian dang ludng. Bang cach nay, chi c6 W tri
méi nhat clia chubi thoi gian dang ludng dwoc xem xét khi khai phé dit liéu, trong khi nhitng gia tri cii hon bi
xem nhu 12 16i thoi va chiing sé khong dwoc xem xét. Trong nghién ctru nay, clta s dich chuyén dwoc hién thuc
nhw 12 mo6t b dém xoay vong. B dém nay 1a mét danh sach van hanh theo kiéu xoay vong (circular list).

Cach vén hanh ctia b6 dém xoay vong nhw la mdt cdu tric trung gian dwoc minh hoa & Hinh 2. Khi x& Iy mot
chuobi thoi gian dang ludng, diém dir liéu mai téi sé ghi dé 1én diém dit liéu cii nhit trong bd dém xoay vong.

Kich thwéc ctia bd dém c6 thé dnh hwéng dén tinh hitu hiéu cta qua trinh phét hién bat thwong trén chubi thoi
gian dang ludng. Trong nghién ctru ndy, chiéu dai ctia bd dém dwgc wéc lwgng dua vao chu ky (period) clia chudi
thoi gian dang xir ly. Chiéu dai ctia bd dém nén 12 bdi s6 cia chu ky ctia chudi thoi gian dé cho véi chudi thi gian
c6 tinh chu ky, diém dir liéu méi téi va diém dir liéu cii nhit bi loai bo sé& c6 sw bién thién twong d6i gidng nhau.
C6 mot vai phwong phap dé phat hién chu ky trén dit liéu chudi thoi gian.

the newly incoming
data point

3

=

/s

next position

AN

current position
the oldest
data point

1

Hinh 2. B§ dém xoay vong

Trong giai thuat SEP-ILeader, ching ti 4p dung phwong phap wéc lwong chu ky cia mot chudi thoi gian dwoc
dé xuit bai Phién [22]. Phuwong phap nay dwa vao cach tiép cAn kham pha motif ¢ chiéu dai thay d6i ma vin
dung mot giai thuat suy dién vin pham(grammar induction).

B. CHIEN LUO'C CAP NHAT TRI HOAN

Khi cac diém dir liéu méi dén lién tuc, sé rat tén thoi gian dé kich hoat moi qua trinh lién quan dén phat hién bat
thwong (thi du, gidi thuit All-Extrema, giai thuit I-Leader va giai thuit EP-ILeader) dé€ cip nhat ddi véi tirng
diém dit liéu méi. D€ dat dwoc tinh hitu hiéu cao trong bdi cdnh chudi thoi gian dang ludng, chiing toi dinh nghia
mot chién lwgc cip nhat tri hodn dé€ quyét dinh khi ndo cin tai phan doan chudi thoi gian va khi nao qua trinh
nhan dang bat thudng dugc tai khéi dong d€ phat hién mot chudi con bat thwong nhit méi.

Véi chién lwoc cap nhat tri hoan, thay vi dwa vao sw xudt hién cia méi diém dit liéu méi, ching téi dwa vao sw
xuat hién clia moét diém cuec tri quan trong méi dé kich hoat qua trinh phat hién bat thwdng. Tirc 1a mdi khi c6 mot
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diém cuc tri quan trong dwoc nhan dang trén cac diém dir liéu méi, qua trinh phat hién bt thwong sé dwoc kich
hoat dé phat hién ra chudi con bat thudng nhit méi c6 trong bd dém hién hanh. Vao lic dé, ching tdi cé dwoc mot
chudi con chita dwng nhitng diém dit liéu mé&i. Chudi con nay sé dwgc gan dén cum ma tAm cum gan véi noé nhat.
Ngoai ra néu diém dir liéu cii nhat trong bd dém chwa phai 1a di€ém tin cling bén phai clia chudi con cfi nhat thi
chudi con cii nhit van dwoc ton tai trong cum nao dé cia nd. Ngwoc lai, néu diém dit liéu cii nhit trong bé dém lai
12 diém tan cing bén phai cta chudi con cii nhat thi chudi con d6 dwgc x6a bé ra khdi cum ctia né.

C. GIAI THUAT SEP-ILEADER

DAu tién, khi bd dém di chira ddy cac diém dit liéu dén tir mot chudi thoi gian dang ludng, giai thuat SEP-ILeader
khéi dong giai thuat EP-ILeader d€ phat hién chudi con bat thudng nhit dau tién cé trong bé dém. Sau buéc
khéi dau cé tinh lich sir ndy, SEP-ILeader bit dau ap dung chién lwogc cip nhét tri hoin dé phat hién thém cac
chudi con bit thwdng nhit méi tir phan con lai cia chudi thoi gian dang ludng. Tir d6 tré di, SEP-ILeader phat
hién thém mot chudi con bit thuwdng nhit méi moi khi diém dir liéu méi nhat di vao bd dém dwoc nhan dang 1a
mét diém cyec tri quan trong.

Nhitng diém chinh cta giai thuit SEP-ILeader dwgc mé ta so lwoc tai Giai Thuat 1.

Giai thuat1 SEP-ILeader

Input: - y: mét chudi thoi gian c6 chiéu dai n
-R:hés6 nén
- Threshold: ngworng khoang cach dung trong giai thuat gom cum I-Leader
Output: - chudi con bat thwdng nhat va vi tri cia né
1: Nhap cac diém ctia chudi thoi gian vao bo dém B /* Khéi tao bo dém */
2: Call EP-ILeader(B, R, Threshold, Sub_List, Cluster, PositionofAnomaly)

/* Phat hién chudi con bat thwdng nhit trong bd dém hién hanh; Sub_List 13 danh sach cac chudi con dwgc rut
trich; Cluster 1a tap hop cac cum dwoc hinh thanh sau bwéc gom cum cuia giai thuat EP-ILeader */
3: Xu4t ra chubi con bat thwong nhat trong bo dém hién hanh va vi tri ctia né
4: repeat
5: if Type(Last_Extreme_Point) = Max then

6: Tim diém cuc ti€u quan trong K€ tiép trong cac diém dir liéu vira dwoc truyén téi

7: else /* diém cwc tri méi nhat 1a diém cuc tidu

8: Tim diém cuwc dai quan trong ké tiép trong cac diém dit liéu vira dwgc truyén téi

9: endif

10: Véi diém cuc tri quan trong méi nhan dang, hinh thanh chudi con méi nhat vira dén Sub

11: Homothety(Sub, NewSub) /* NewSub 13 chudi con vira dwoc bién ddi bang phép vi tw tir
chubdi con Sub*/

12: Insert(Newsub, NewSub_List, Cluster) /* Pua chudi con Newsub vao ciu trdc cum hién hanh Cluster;

NewSub_List 1a danh sach Sub_List sau khi c6 thém chudi con Newsub. */
13: if moi diém dit liéu thudc chudi con cii nhat (FirtSub) trong NewSub_List déu di ra khoéi bd dém B then
14: Delete(FirstSub, NewSub_List, Cluster)
/* x6a chubi con cii nhat FirstSub ra khoi cu tric cum hién hanh Cluster va ra khéi danh sdch NewSub_List */
15: endif
16: Tinh hé s6 bat thwdng cho moi chudi con trong ciu triic cum hién hanh Cluster
17: Xu4t ra chudi con c6 hé s bat thwong 16n nhat trong bd dém hién hanh va vi tri cia né
18: until Stop

Chu y rang dau tién tai lic bd dém bi day dit liéu, SEP-ILeader s& goi EP-ILeader dé phat hién chudi con bat
thwong nhat diu tién (cac dong 1énh 1 - 3). Tir d6, SEP-ILeader kich hoat qué trinh phat hién bat thwong lién
ti€p bat ctt khi ndo c6 mot diém cuc tri quan trong méi dwge nhin dang (cac dong 1énh 5-9). biéu kién dirng cta
vong 13p (repeat until) ham y ring toan bd chudi thoi gian da dwgc xem xét. Trong thuc té&, qua trinh Idp cir tiép
tuc néu con c6 diém dit liéu mé&i truyén téi. Mot chudi con méi hinh thanh (Newsub) dwoc dwa vao cum thich
hop béi trinh con Insert (dong 1énh 12) va chudi con cii nhat (Firstsub) trong bd dém bi x6a khéi cum nao d6 béi
trinh con Delete (dong 1énh 14). Cht y rdng do d3c diém cda giai thut All-Extrema [8], bu¢c nhan dang cac diém
cuc tri quan trong trong giai thuat SEP-ILeader c6 thé lam viéc theo cach gia ting trén chudi thoi gian dang
ludng. Ngoai ra, trinh con Insert c6 thé dwa mot chudi con méi Newsub vao mot cum thich hop bing cach tim mot
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cum sao cho khoang cach gitra Newsub va tim cum cla cum dé la nhé nhit va sau d6 tim cum cta cum dé sé
dwoc cap nhat (cach cap nhat tAm cum khi c¢6 thém hay bét mot chudi con dwgc md ta chi tiét trong & tiéu muc
I11.C). Cudi cling, trinh con Delete c6 thé phai x6a bé chudi con cii nhat (Firstsub) ra khéi cum hién hanh ctia né
va do d6 tdm cum cla cum nay sé dwgc cdp nhat.

V. THU'C NGHIEM

Trong phan danh gia bing thwc nghiém, ching tdi hién thuc hai giai thuit d€ so sdnh hiéu qua phat hién bat
thwong trén chudi thoi gian dang ludng: SEP-ILeader va giai thuat BFHS (viét tit cho Brute-Force HOT SAX).
BFHS la mét dang thirc mé& rong clia giai thuat HOT SAT dé phat hién bat thuong trén chudi thoi gian dang ludng.
Trong giai thuat BFHS, HOT SAX dugc khéi dong mdi khi cé diém dir liéu méi duoc truyén vao bd dém. Diéu nay
ham y ring BFHS phai tim kiém trén toan bo dit liéu trong bd dém dé thwc hién mot qua trinh phat hién chudi
con bat thwdng nhat mdi khi cé diém dit liéu méi dwoc truyén téi. Chiing toi hién thwe hai giai thuat bang ngén
ngit 1ap trinh Visual C#. Cac thwc nghiém dwoc tién hanh trén mdy tinh c6 ciu hinh HP Intel® Core ™ i7-3630
QM CPU 2.40GHz, 8GB RAM.

Trong thuc nghién, ching t6i thi nghiém véi 6 bo dit liéu mAu. Ching c6 tén 124 POWER, AF_learning-set-n01,
AEM, power_demand_Italy, AHA_0001_ECG va ECG. Bon bd dir liéu POWER, AEM, power_demand_Italy va ECG
duoc 14y tir kho dit liéu chudi thoi gian The UCR Time series Classification/Clustering [23]. Hai bd dit liéu
AF_learning-set-n01 va AHA_0001_ECG lay tlr trang Web: https://www.physionet.org. Tén, chiéu dai va cac
théng s6 lién quan dwoc trinh bay & Bang 1. Cac bd dit liéu nay thudc vé hai lanh vwc khac nhau. Ba bo dit liéu
AF _learning-set-n01, AHA_0001_ECG va ECG thuoc lanh vyc y khoa. Ba bo dit liéu con lai thudc lanh vuc cong
nghiép. Cac bd dit liéu nay dwoc lwu dwédi dang tap tin van ban. La dit liéu nhép, cic tip tin nay sé dwoc gia lap
thanh nhirng chubi thoi gian dang ludng dé thuc nghiém.

Do6i voi EP-ILeader ¢6 hai tham s6 phai xac dinh: hé s6 nén R va ngwdng khoang cach € dung trong giai thuét I-
Leader. D&i v&i SEP-ILeader, c6 thém hai tham s8 phai xac dinh: chu ky ctia chudi thoi gian va chiéu dai bo dém
xoay vong,. D8i véi BFHS, do st dung giai thuat HOT SAX nhw 12 trinh con cin ban, cin c6 thém ba tham s phai
xac dinh: chiéu dai ctia chudi con dworc rut trich, kich thwérc ciia mdi doan PAA, va chiéu dai tir SAX w. Gia tri cta
cac tham s8 trong hai giai thuat (rng véi moi bd dit liéu dwgce néu & Bang 1. Thi du nhw véi bo dir liéu POWER,
chu ky clia chudi thei gian dwoc tim thiy 12 226, ching toi chon chigu dai bd dém 12 452 (452 = 2*226); chiéu dai
chubi con bat thudng dwoc tim thiy béi SEP-ILeader 13 186 va chiéu dai moi doan PAA dwoc xac dinh 13 3 va
chiéu dai tir SAX dworc xac dinh 13 62 cho giai thuat BFHS.

Cht y rang EP-ILeader khong doi héi phai xac dinh chiu dai chudi con bat thwong nhw 1a mot tham sé. Do do,
sau khi thuc thi SEP-ILeader trén mdi bo dit lidu, ching toi dung chiéu dai chudi con dwoc tim thiy béi SEP-
ILeader nhw 1a tham s6 chiéu dai chudi con bat thwong twong ing cho giai thuat BFHS.

Bang 1. Tén, chiéu dai, chu ky, chiéu dai b dém, chiéu dai chubi con va hai théng s6 khdc ctia méi bé div liéu

STT B6 dit lidu Chitu dai | Chuky Ctl)’ée;éf;l CC;:(’)‘I‘ Cdoarll ?Dﬁ‘ Cht‘g“vfal
1 |POWER 1000 226 452 186 3 62
2 |AF_learning-set-n01 1280 433 866 56 2 28
3 |AEM 1000 80 480 23 2 12
4 |power_demand_Italy [ 1000 80 480 179 2 90
5 |AHA_0001_ECG 2500 106 1272 200 2 100
6 |ECG 5000 33 2310 101 3 34

A. PO CHINH XAC

Béng 2 trinh bay hinh dang ctia cac chudi con bat thwdng nhat (dwoc chi bing miii tén) tim thiy trén bd dit liéu
ECG (dién tAm d6) sau khi SEP-ILeader nhin dang dwoc vai diém cwc tri quan trong.

Trong Bang 2, trang thai tht nhit 1a hinh 4nh cia mét phan doan cuc bd cta chudi thoi gian dang ludng sau khi
duoc dua vao bd dém. Vi tri clia chudi con bat thudng nhat dugc tim thiy trong bd dém tai lic nay c6 vi tri xap xi
diém 4000. C4c trang thai thi hai, ba, b6n va nim trong Bang 2 minh hoa hinh anh cia b6 dém sau khi nhan
dang thém vai diém cuc tri quan trong méi va tir d6 phat hién thém nhitng chudi con bat thuwdng nhit twong (rng
tai bd dém hién hanh. C4c két qua chudi con bat thwdng nhat dwgc phat hién trén bo dir liéu ECG gan nhw khép
véi ba chudi con bat thwdng bac 1, bac 2 va bac 3 di dwoc danh diu béi cac chuyén gia va dwoc twong thuat



28 PHAT HIEN BAT THUONG TREN CHUOI THO'T GIAN DANG LUONG: MOT GIAI THUAT DU'A VAO PHAN DOAN

trong bai bao (Keogh va cic cong sw [7]) (trinh bay & Hinh 3). Ngoai ra, khong hé cé 16i tim sai (false alarm) nao
xay ra véi giai thudt SEP-ILeader.

Bang 2. Cdc chudi con bdt thwdomg nhdt dwoc phdt hién béi SEP-ILeader trén bé div liéu ECG sau khi nhdn dang dwoc vai diém
cuc tri quan trong.

Trang thai Chudi con bt thudng nhit Trang thai Chudi con bt thuwdng nhit
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Hinh 3. Cdc chudi con bdt thuong béc 1, bdc 2 va bdc 3 dwoc tim thdy trén bé dir liéu ECG ([6])
B. TINH HO’U HIEU
Bang 3 trinh bay thoi gian thuc thi (tinh bing gidy) clia hai giai thuat phat hién bat thwong trén 6 bd dir liéu
chudi thoi gian dang ludng. Tir két qua thdng ké & Bang 3, chiing ta c6 thé thiy SEP-ILeader thwc thi nhanh hon
BFHS rat nhiéu trén tit ca cac b dir liéu. Trung binh, SEP-ILeader thuwc thi nhanh hon BFHS khoang 659.8 I4n.

Sw kién SEP-ILeader hitu hiéu hon nhiéu so v&i BFHS c¢6 thé dwoc gidi thich nhw sau. Mot 12 giai thuit SEP-
[Leader dwa vao giai thuat EP-ILeader va giai thuit nay hitu hién hon nhiéu so véi giai thuidt HOT SAX ma giai
thuat BFHS dwa vao. Hai 1a bing cach st dung chién lugc cip nhat tri hoan, SEP-ILeader kich hoat qu4 trinh phat
hién bat thwong mbi khi né nhan dién dwoc mét diém cuc tri quan trong méi trong khi BFHS kich hoat qua trinh
phat hién bat thudng mdi khi c6 mot diém dir liéu méi truyén téi. Ba 13, nhér vao tinh chat trie tuyén cia giai
thuit All-Extreme trong viéc nhan dién cac diém diém cuec tri quan trong va tinh gia ting cta giai thuit gom cum
I-Leader, SEP-ILeader c6 thé phat hién bit thwong mot cach rat hiru hién trong bdi canh dir liéu luéng.

Dé kiém tra kha ning dap &ng tirc thoi cla gidi thuat dé xuat khi lam viéc véi chudi thoi gian dang ludng, ching
toi do dac thoi gian thue thi tir lic mdt diém cwec tri quan trong méi xuit hién cho dén lic hoan tit viéc phat hién
chudi con bat thwdng nhit twong (rng. Thoi gian dap tng cho tirng bd dit liéu miu dwoc tong két & Bang 4. Két
qua trong Bang 4 cho thay trung binh, giai thuat SEP-ILeader c6 thé dap ing véi khoang 21.8 mili- gidy mébi khi
c6 mot diém cuc tri quan trong méi xudt hién. Bang 4 cling cho thiy trung binh, giai thuit BFHS c6 thé dap &ng
v&i thoi gian khodng 168 mili gidy méi khi c6 mot diém dit liéu méi truyén téi.
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Bang 3. Thoi gian thwec thi ciia BFHS va SEP-1Leader trén 6 bg dir liéu

ST B6 dit licu Chi‘éuAdz‘li bo Thoi gian thye thi (gidy)
' ' dém BFHS SEP-ILeader
1 |POWER 452 12.144 0.059
2 |AF_learning-set-n01 866 50.529 0.59
3 |AEM 480 13.352 0.59
4 |power_demand_Italy 480 16.529 1.382
5 |AHA_0001_ECG 1272 354.845 0.1
6 |ECG 2310 1962.522 23.285

Bay gi¢ chung tdi mudn tra 1&i cAu hoi, liéu giai thuat phat hién bit thuwdong SEP-ILeader c6 thé dap ng dwoc yéu
ciu vé thoi gian khi lam viéc v&i cac tng dung thue té. Hiy xem xét tredng hop lam viéc véi bo dir liéu ECG (dién
tAm do). V&i bo dit lidu ECG, chiéu dai clia mot nhip tim twong dwong véi khodng mot gidy. Mdi diém cuec tri
quan trong cach nhau khodng nira nhip tim. Giai thuat SEP-ILeader cé thé phat hién chudi con bat thwong trong
tAm 30 mili-gidy (xem Bang 4). Nhw viy, t6c d6 phat hién bit thwong cia giai thuit SEP-Ileader nhanh gip 16.7
l4n so vi téc dd truyén cua dit liéu ECG. Sw phén tich trén cho thiy giai thuit dé xuit dé€ phat hién bit thwong
trén chudi thoi gian dang ludng c6 thé dap ing duoc yéu cau ve thoi gian khi lam viéc véi dit liéu ECG. Hay xem
xét trudrng hop ching ta dung giai thuat BFHS d€ phat hién bat thuwdong trén dir liéu ECG dang ludng. Mai nhip
tim bao gdm khoang 100 diém dir liéu dugc truyén téi véi téc do 1 gidy. Nhw vy moi diém dir liéu ECG sé& dwoc
truyén t&i véi tdc do 10 mili-gidy trong khi thoi gian dap &ng ciia BFHS 1a khoang 178 mili-gidy (xem Bang 4) ddi
v&i mdi diém dit liéu méi téi. Nhw vay, thoi gian dap (g cia giai thuat BFHS 1a qua cham, khdng thé phu hop
véi téec dd truyén cua dir liéu ECG.

Bang 4. Thoi gian ddp trng (tinh bdng gidy) ctia SEP-ILeader va BFHS trén 6 b6 di¥ liéu chudi thoi gian dang Iudng

STT Bo dir liéu Chiéu dai ChAi‘éuAdéi SEP-ILeader BFHS
bo dém
1 |POWER 1000 452 0.001 0.44
2 |AF_learning-set-n01 1280 866 0.030 0.239
3 |AEM 1000 480 0.020 0.152
4 |power_demand_Italy 1000 480 0.030 0.290
5 |AHA_0001_ECG 2500 1272 0.020 0.105
6 |ECG 5000 2310 0.030 0.178

VI. KET LUAN

Trong bai bdo nay, chiing toi da dé xuit mot gidi thuat hiéu qua dé phat hién bat thudng trén chudi thoi gian
dang ludng. Giai phap nay dwa vao kj thuit phin doan c6 tinh truc tuyén va ki thuit gom cum gia ting.

Dwa vao mot giai thuat phat trién truéc day, EP-ILeader, dé phat hién bit thuong trén chudi thoi gian tinh,
chung toi dé xuat mot gidi thuit méi, SEP-ILeader, c6 sir dung thém médt bo dém xoay vong va mot chién lworc
cap nhat tri hoan dé phat hién chudi con bat thwong nhit trén chudi thoi gian dang ludng. Giai thuat dé xuét,
SEP-ILeader, khi thuc nghiém trén nhigu b6 dit liéu mAu, da thwc thi hiru hiéu hon rat nhiéu so vé&i giai thuat
BFHS, mot dang thitc mé& rong clia giai thuat HOT SAX dé lam viéc véi chubdi thoi gian dang ludng. Bén canh do,
SEP-ILeader phat hién ra nhitng chudi con bat thuwdng khép véi nhitng chudi con bat thwdng ma BFHS phat hién.

Trong twong lai, chiing tdi dw dinh phat trién maot vai &ng dung thwc té€ cho giai thuat SEP-ILeader. Bén canh dé,
chung tdi dw dinh xay dwng mdt giai thuat méi dé phat hién k chudi con bat thwong nhat trén chubi thoi gian
dang lubng.
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ANOMALY DETECTION IN STREAMING TIME SERIES: A SEGMENTATION-

BASED ALGORITHM
Huynh Thi Thu Thuy, Duong Tuan Anh

ABSTRACT— Anomaly detection in streaming time series is an important problem that has not been fully supported. In this
paper, we propose a novel hybrid approach combining segmentation and clustering for anomaly detection in streaming time
series. For segmentation, the major extrema method is used to extract subsequences. For clustering, an incremental
algorithm is defined on these extracted subsequences. The local segment of a streaming time series is stored in a circular
buffer where the anomaly scores of all extracted subsequences are calculated efficiently. Besides, the proposed method uses
a delayed update policy to improve the efficiency of anomaly detection in streaming time series. Experimental results on six
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benchmark datasets show that our proposed method is more efficient than BFHS, an adaptive version of HOT SAX, while the

same anomaly patterns are returned.

Keywords — anomaly detection, streaming time series, clustering, segmentation.
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